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NN NYI3 DY (Broadcast Domains) MW YN 710D :7IY) P10 IR MAND .0
[DARIAY

Host A HostB HostC Host D Host E

7m 1 NYNYY 9N

DY TNN 2N WY YO ,0mMY 1
DON TIDIPHN DY WY NPON TN .2
nYIY NI2INNN (Router) AMNN DNN NINOX> YW PPN TN .3

NI NIINNN (Router) AMNN DNNX AINIYY WY PN ,0MY - 4

5 Ty qunn
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23N TONN NI PNOY DXTPAIN APN YIP) 1P9N9Y TPNI ANN

— Full Half
Duplex Duplex
L) L) L N
Host A HostB Host C HostD HostE
Y 1 NHNYY N

A avnn Y i 9N D37 MINNI THIAYY 1D D avnn Y Dvan
E awnn ¢ 1) 9N D37 MI1NNIA THayd 1Y D avnn Y nvan
C aynNn S 1n IN» D127 MPNNI TIayd 191D E awnn Sy nwan

A awnNn YY1 INY 127 MIPINI THiayd 1919’ E awnn Y nvan

3

4

.T292 TNN 2AWNH HaPY HovY 7 (Port) VN NVIAND DI (Switch) HIND NITHN NY2
INNIN N2WAN NN YN YT NND WNNWND TN MINID MTIPOIN DN

1. Switch(config-int)# switchport portsecurity mode access
2. Switch(config-if)# switchport portsecurity
3. Switch(config-if)#switchport port-security maximum 1

4.  Switch(config-if)#switchport port-security maximum

7 (Switch) AN VLAN-1 DN PTHND ONTI W0

DPONRIVD MINIXD NPIPHRD MINOXT DN PONIY 913> VLAN “v Dwn
Y2 MOMP PVIOND YINY 913> VLAN “v Dwn
TR ©Y2) DOWHNNYN 12N 912 VLAN “v Dwn

M2 MNWIN DX PONY 512> VLAN v Dwn
6 TYa TUNn
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2 NONY
? (Switch) am13 (Port) VNN NN NNVIAN NH»P OSI "N YTV NIV VNI .\
Data Link — p7yn na5va .1
Physical — v Nadvwa .2
Network — Dw9n n1dova .3
Application — DW»N NI1dva 4
1230 TN NI OONIAD DXTHOINN DN YA .2
NOWN T8N P NN YN 7I3y0 Full Duplex™a .1
NN T8N P NN YR N3y Half Duplexta .2

N> NMWPNN Half Duplex~2 2)X) 711977 No0 NMwWpnn Full Duplexta .3
IPNPITIN

N> NNMYP NN Full Duplex™2 129X 7ONI7YT N0 NNMYP NN Half Duplex™2 .4
JONYITIN

PYND 9P IMYSNNIY MWD 987101 .0M0N VLAND pwnn 7oU0 NI vnnwn )
NN 19000 N

1. Switch(config-if)#switchport access vlan 10

2. Switch>enable

Switch#configure terminal

3. Switch(config)#vlan 10
Switch(config-if)#switchport access vlan 10

4. Switch(config)#vlan 10
Switch(config)#interface fastethernet 0/1
Switch(config-if)#switchport access vlan 10

YN DY AWNNN 1NN PORY (Switch) dANNN DV (Port) NN DY PNY DX wHNIvHD .9
770 OWO MVYYD NWIN DMIN TIX NI IDNX I NN 1INNND NN WHRNWNHN

1. Switch#securityport minimum users mac address AFFA:AAF:FF:FF
2. Switch(config)#switchport portsecurity maximum 1
3. Switch(config))#switchport port-security mac-address sticky

4.  Switch(config-if)#switchport port-security mac-address sticky

7 Tmya qunin
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VNN D20V NNLIAN TV OOPY NTND T DWIN DI MYYD TIN NI N
INNYPNN DY OV 127NN DTN (Access Layer)

1. Switch(config)#show port-security interface fastethernet 0/1

2. Switch>show port-security interface fastehernet 0/1

3. Switch(config-if)#show switch port-security interface fastethernet 0/1
4.  Switch#show port-security interface fastethernet 0/1

POV VYA MIANN

Port Security :Disabled
Port Status :Secure-down
Violation Mode :Shutdown
Aging Time :1 mins
Aging Type :Absolute

SecureStatic Address Aging :Disabled
Maximum MAC Addresses :1

Total MAC Addresses :0

Configured MAC Addresses  :0

Sticky MAC Addresses 2

Last Source Address:Vlan :0000.0000.0000:0

Security Violation Count  :12

29993 992X ONOY DXTONNN NON YIP
DY 12 13937 INNVAX MITHN N (Switch) NNV LYY .1
. DY 12193937 INNVIAX MITHN IWN (Router) AMN VY .2

71710999 N (Switch) 2N1D N TPNONT ANIXY 92NN IWN (Switch) xRN VY .3
.D>9v1 (HUB)

WTNN SYON XN NPT TN ,NIDN IROND 110 NNVIND MITHI OX 4

8 Tmya Tunn



/) 2Wpn Mown -8-
805202 91D ,Y'Wn P

NN MNNDION YOV TIND 2IWN . (Switch) dNN DY NNDYO PTHND wpan nva Hmn
ININT YO NID IMIYNONIY NDIWAN N 1NN P (Switch)

1. Switch#enable secret David

2. Switch# enable secret David

Switch# service password-encryption
3. Switch(config)#service password-encryption

4.  Switch(config)#enable password David

Switch(config)#service password-encryption

19MXNN TPRT D9 NI TN NI DONIN DTHAN PAN DON 7Y 1PNOW TPNI 1IN

R1# show ip route

FaO/O 1 0 FaO/020 <0utput Omitted>
10.10.0.1 {10.20.0.1

Fa0/1

<output omitted>

S1 (config) # interface fa(0/l

VLAN2 VLAN3  Sl(config-if) # switchport mode access
S1(config-if) # interface fa0/2
PCl E S1(config-if) # switchport access vlan 2

== — S1(config-if) # interface fa0/3
10.10.0.2 10.20.0.2 S1(config-if) # switchport access vlan 3

L=

N 2 NHNYY 99N

C 10.10.0.0 is directly connected, FastEthernet 0/0.10
C 10.20.0.0 is directly connected, FastEthernet 0/0.20

2N TONN RIN PIDY DXTONNN NON YIP

. VLAN 73D 5127 NI 1991 2960 N (Switch) annin
. VLAN 375 2 nnox> NNY VLAN 279 3 Xy N 7O (Switch) annn
. (Router) 2Mm> MPY> MIINN VLAN-N DY MNox 9o

. (Router) 21 9720 Trunk 2809 NITIN (Switch) 3103 FA 0/1 INONS
(MONINN) Encapsulations Y MM FA0/0.20710 NN>¥>21 FA0/0.1070 DNOXOA
.DOTI1Q

9 Tnya Twnn

A1

.2

N

N
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3 nOHNY

795 ©Y WO 191 (Switch) ANN2 NITIHIIY Switch(config)# no cdp run NTIPON
9520 Hy9 XY (Switch) xDnnYy .1

1IN ONIPIVIIY KDY DY (Switch) dxPnny .2

PIDWO PNN NN XY NN DDIDY XD (Switch) Yy .3

MXAP 3 PINID DXIINHT PIDWD PNDN NINY INNY NN DI (Switch) NNV 4
mNa N (HOP)

ADNN W MAPN PN, MITNN NN (Switch) ANNN TINT NNYO NN DY DN
NND TIN NI PNOY MTIPOIN DN

1. Switch>save configuration in the router
2. Switch # show run
3. Switch#copy running-config startup-config
4.  Switch(config)#copy running-config startup-config
70)IVPNT NI N
DYaYNNN NAINNY MOV vy .1
DX AYNNH NNV TMIPH NYI .2
mMa7 DPMPH MNYIN NIAINNY MO NwI .3
IP N2yN2 NMNID (Submusk) NYI NIDN NMNI DXIAVNN PN IR DIANKY WY 4
1WNNWNY ISP VITVINT PID PODH MPY NTON
TOMIPHRN VITOPND NYIY NN .1
NI80 VYIVYNA DY NN .2
GSM ") DHCP 13 0921250 V1IN DYDY TPMIPHN DIIVIRD DY NN .3

Web Hosting =y DNS , DHCP ,0:Y DMWY 11PD219)10 VIIVPND DY NN 4
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(Transport) 772¥NN N25W2A (ISP) LYIVYRA PO MYID THIY TNVIN FYNNN NN
1 OSI Maown yav Y1ina

IP D01 5y D INX NON .1

IP D012 Dy NMVYPD NPoN - .2

(Port) DVLMA DO DYy MNVYI NHOXON .3
(Port) LMY DDA DY DMPY NYPON 4

10NN NYIPY YA DN . 25 (Port) DO NN NHDIN VITVINN MPADY NV ONIDV
WNNYND DIND NNID

OVRYT NDYWO DY XD wpnwnn .1

27NYT DAPO0 DOV NO wnnwnin .2

709 NN YN YOY NO wpnwnn .3
VITVIN PINND IANNND DIV XD YHNIVYHNI .4

WNNWNY (ISP) VIR MPID NPADN MPY NN .PNDY IPNI MIAND

Teleworker

? 3 NHNYY N

YTMIN IMN IMIND INXIIN 1IN0 WRNWN YW pinmn NN .1
VPN DNLIND 71782 DITOIND DY 172N DY PN NN .2
7252 VIIVIND NYID YHNHVYNND DY NN .3

NWIY W YN >13 (Ports) DXL NYON .4

11 7mya Tunn
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7 (Cable) D925 >N 122 (DSL) POV NP Pa YN NIAYNA MIPOYN DTANN N .0
NAOL MNP IWND NMNAY D92D MNP YN NIAYD MY .1
D935 MNP NN NI PADVL MNP YO NIIAYD MY .2
ISP 5v 32 (Port) N2 7YY DYDADN NPA YHRN .3

,INT DOYD . DSLAM DT MYSNNI N VIIVPIND NDND DNS PAYLN NP2 4
. CMTS NM%2 X NN 002100 MNP

4 NONY
7 (Point To Point Protocol) PPP 9110179 110 .N
. (OSD) M2Oown yav 57 MY D2 O WN IPIvIvo .1
. (OSI) Masovwn yaw 57 ¥ (Network) YOOWN NAOWA D9 IWN DIPIVIID I .2
. (OSI) M25vn yaw 57 DV (Transport) NYOATN NIV DY IWN IPIVID T .3
. (OSI) Masovwn yav 91 Yw (Data — Link ) 71WN D20V SN0 WX I 4
? Chap 239011910 .a
VNNYN D35 W) TR WIRHDY NPV I .1
1252 AR WNNWND V) THD IWANDY NP I .2
.D12) DN NNDYDMN WHNWND DY DX NNYPNN DN (PNIN) MDY P .3
220 MYON YNIN NOV DI 4

POV DIVANDN NN .MNYI SNYY NNN N2NI DY DY NPIYN Y810 I8 NWI 5N D
WNNYND DI NXIN

Router 212 .1
Switch »Dna .2
HUB 7092 .3

PBX2 4

12 7yya Tunn



) Wpn Mown -12-
805202 91D ,Y'Wn P

IINROY NONYN DY MY 19N0VW PRI 1NIADN

DCE
DTE
C Do N>
1841 1841
Router 0 Router 1
2950-24 2950-24
Switch 0 Switch 1

74 4 NHNYY N

MTIPANN WX .TI2 NONN PPN DAN, PC1 P22 PCO 2 DNHYPD NN NI WHNYN
PPN NV DI OX,MTIPIN PNV P2 NNYPN IWAND N1 Py

1. RouterO(Show)#interface brief
2. RouterO(config)#interface brief
3. RouterO(config-if)#clock rate 56000

4. RouterO(config)#clock rate 56000

13 Tmya qunn
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PCO awnnn NOW) YN MNID DTN (Routers) DXAMN IV 19NDY TR 1NIAND
(Routers) DXANI2 PTHND DYIN DN D1 1PNOW MITHNNN PN DN DAPIN ION TN
17PY320 DX NNAY »TD

192.168.2.2 192.168.2.1
\ DCE DTE /
Y M
192.168.3.2 1841 1841 192.168.1.1

\ Router 0 Router 1 /

2950-24 2950-24
Switch 0 Switch 1
PC-PT PC-PT
PCO PC1

M 4 NYNWYY 9N

1. RouterO(config)#netowrk 192.168.2.0 192.168.1.1 192.168.1.1
2. Routerl(config)#ip route 192.168.3.0 255.255.255.0 192.168.2.2

3. Routerl(config)#router rip
RouterO(config-router)#networks 0.0.0.0

4. RouterO(config)#ip route 192.168.3.0 255.255.255.0 192.168.2
7 RIPv2 2115 21910199 2230 19230 TN NI 19NOW DX TONNN NON
(Transport) TP¥>271 N25v1 D9 NI .1
(Data—Link) TovOwin N20w1 D9 N .2

(Dynamic) MN»T THH NN .3

(Static) YOLD NN NI 4

14 71yya Tunn
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RIPv1 9210179 5230 1993 198 10ND5Y DX THNNN NPN

? (Routing Information Protocol)

CIDR™2 T2V Do .1

VLSM™2 T2wY 939009907 .2

OSI~N 5Twa mwHwin Naown , Network™0 N2oW1a TYYW 3PV .3
MINDT D NPV I 4

987170 553 DTN OPN (Router Interface) 3NN PWHHN TNY NOI NWIN 1N
TPYNND MINII PTI IMYSHDNIY MTIPN

1. Router(config)#interface brif
Router(config)#interface fastethernet 0/0
Router(router-config)#network 0.0.0.0 0.0.0.0

2. Router(config)#interface fastethernet 0/1
Router(config-if)#ip address 192.168.1.1
Router(config)#no shut

3. Router(config)#interface fastethernet 0/1
Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#no shut

4. Router>interface fastethernet 0/1
Router#ip address 192.168.1.1 255.255.255.0
Router(config)no shut

15 Tmya Tunn
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5 NHNY

N9y 11N .DINN WAN NI (Router) 2N 12NNND ,ANYEN RO N0 DWIONIDL  .N
M1 OY20 N2ON DYDY

170 Consol N NMNOYY .1
790 FA™n nNoxy .2
790 VTY 0 moxy .3
790 BTX 1 Moy 4

LIV AT NNSD DIWNNWNI YN Y1IN2 2T (ACL) W) NOWI PTHND PINONIDV LA
TINT IDOVN YNID DI NI ITMYSNINIY DTIPON NN

1. Router(config)#ip access-list extended 101
Router(config-ext-nacl)#deny tcp any any eq 80

2. Router(config)#ip access-list extended 101
Router(config)#deny tcp any any 80

3. Router(config-router-rip)#ip access-list extended 101

Router(config-ext-nacl)#deny tcp any any eq 80

4. Router>ip access-list extended 101

Router#deny tcp any any eq 80

16 Tmya Tunn
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IINROY NONYN DY MY 19N0VW PRI 1NIADN
192.168.2.2 192.168.2.1
\ DCE DTE /
C 3 I

1841 1841

192.168.3.2 192.168.1.1
\ Router 0 Router 1 /

2950-24 2950-24
Switch 0 Switch 1

PC-PT
PC1

7) 5§ NONWYY N
192.168.2.2 Y3 nMWPNM , Router0 2m5 PCO P2 NNYPNNY N2 NI DN

P2 DNYPN PR INRT MIND .MPPN Routerl MO PC1 P2 nNIWpNim 192.168.2.175
7 PC1 25 PCO 72 y7T1 12yn2 DY 1PNoY M2wan 9xn Nvx . PC1 2> PCO

17 7mya Tunn
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1.

Router# router rip
Router#network 192.168.2.0
Router#network 192.168.3.0

RouterO(config)#router rip
RouterO(config)#ver 2

RouterO(config-router)#network 192.168.2.0
RouterO(config-router)#network 192.168.1.0
Router1(config)#router rip
Router1(config-router)#ver 2
Routerl(config-router)#network 192.168.2.0
Router1(config-router)#network 192.168.1.0

RouterO(config)#router rip
RouterO(config-router)#ver 2
RouterO(config-router)#network 192.168.2.0
RouterO(config-router)#network 192.168.3.0
Routerl(config)#router rip
Router1(config-router)#ver 2
Routerl(config-router)#network 192.168.2.0
Router1(config-router)#network 192.168.1.0

Router1(config)#router rip
Router1(config-router)#ver 2
Router1(config-router)#network 192.168.2.0
Router1(config-router)#network 192.168.3.0
Router2(config)#router rip
Router2(config-router)#ver 2
Router2(config-router)#network 192.168.2.0
Router2(config-router)#network 192.168.1.0

7 RIP72 233 239 19939 T30 NI P10 DX T»NNN NN

WYY MNWIN NN D099 (Router) 2M) DI
PIOY DY MNYIN NN DDI9N (Router) 2N) DI
POND (Switch) DNNHNT MNYI NN ODI9 (Router) 213 Y9

1YY WAN-1 MmNy DX P93 00999 (Router) 213 Y2

18 Tmya Tunn
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(SubNetMask) NwIN N2DN NN (ACL) N NnOwIa HaxnD NxII nw Hmn
)00 NI OONAN WiledMasks™ 120 NDVNX YA . 255.255.255.224

0.0.032 .1
0.0.0.223 .2
0.0.0.31 .3
0.0.0.192 4

IOND .ODOWNNYN 20 NIYA Subnetting NYIA MNYIINN DY NPIDN Y8IN NDYIN DN
VI HNIN N DWITNN

255.255.255.252 .1
255.255.255.224 .2

255.255.125.0 .3
255.255.255.192 4

"N VNI .ODOWNNIYN 60 NAYA Subnetting NYI2 MNYIDNND NPIYN YSIN DY DN
NYIN DN N DYI

255.225.255.224 .1
255.255.255.192 .2
255.255.255.240 .3
255.255.255.191 4

“NNIVNI, DVNNYN 6 NAYA Subnetting NYI2 MNWIDNND NPIYN YSIN DY DN
NWAN NN N NI

255.255.255.224 .1
255.255.255.248 .2
255.255.255.234 .3

255.255.255.254 4

19 Tmya Tunn



) PN Mown -19-
805202 91D Y'Wn P

(57993 20) %Y P9
LM1IP3 20) 6 NONY Dy My

D29°90N 95 Yy MIYH NAIN .NTA N DTN DINY DOYD NINY DINNI NHNYA
NN N2 PP Y92 .NN93 101N HNNX PIY MIYN YIIN MNNM PY0 93
NODIAY MAIVNN 972 AMIN NILIND NIDN NN D1PYa 99N ,N19)0 NAIVYNN

6 NONY
? (Port Network Address Network Translation) PAT-1 DY yDPan 1 .N

NN MD%NI ©°02 DY URL M2NoY IP M2nd Sy onn .1

DYoo) M2ns5 URL MAnd Dy onIn - .2

YYD NPOIVN NPOAIVID NPVLIS MAIND DY ONIN .3

NI MDD DY02 DY NPVIIY NPOTN NPOIIVID NPVIY MAIND DY ONIN .4
125w 0NN DHCPN ) wonamn LA

:0N PAYY .Y MAININD DPPIND IPIvvo it .1
Discover Offer Reject Acknowledge

:01 PASY TPMIPN NYIA M01T 19INT MIND NPIYND NP v .2
Discover Offer Request Acknowledge

:0N PASY .TPMIPN NYIA MINT J9IND MAINID NPIWYND PV I .3
Discover Offer Reject Acknowledge

:01 P20V .1PD20) NYI MNRDT J9IND MIINI NPIYNY IPIVIIA I .4
Discover Offer Reject Acknowledge

20 Tmya qunn
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ION DYDY INDO2 NYTIN NOYWS AWNND .IYTN DwaY 1anNHn IP N1Nd XYY awnn
YT MDY POY MINAD MYTINNIN

N2INI Y PRY NP, DHCP Discover .1

N2 MNSY NN W8ND 1D DHCP Offer .2

nwIN N9NO APIPA .3

NYI2 XY NN WSO »T3 DHCP APIPA .4

7 APIPA 120D 230 1930 73NN NIN DONAN DX THINND NPN
1912 YIS NYIA WPNY 513> APIPA nvHa awnn .1
.169.1.0.0 M2 noa P97 WpnY 513 APIPA nvHa awnn .2

ND N2IND NONYW , APIPA N23yno 5ap» IP N2ND Y0P XY WN mOMpn nwaa avnn .3
DNYPND PN

19127 9WN APIPA N3N Y2 IP N2IND Y2 XY WX 10PN NwHa avnn 4
. 169.254.0.0 — 169.254.255.255 NWIN YNNIV PN TN WPND

. (LAN) 1ompnin DYIn 110 DRSD 1001 DOWNNvnY >13 NAT PTHind vIT) v 5mn
7 NAT DV A093D D97HINN RN PNYY MITHINNN ION

1. Router(config)#ip nat inside source static 192.168.1.1 80.30.12.1
2. Routertip nat outside inside static 192.168.1.1 80.30.12.1

3. Router(config)#ip nat inside 80.30.12.1

4.  Router(config)#ip nat outside source static 192.168.1.1

7PN MM (Router) 2N
. Router(config)#ip nat inside source list NATOUT interface fastEthernet 0/0 overload
M TIPS DY NTPIN N

. (Router) 2ma Nwo) NdwY PHinY .1

MDD PT-OY MHAIVIN NYIN P10 TIMIPHNT NYIND NRXD DWNNYND WIND .2
INONN

. IP m21n55 URL M2ins 0)3n2 (LAN) 1000 NYIa Dvnnwmnd wand .3

MM NPVI MANIT NN OIINY (LAN) 1PmPHNn NYI1 DWNNUNY WINY 4

DY)
21 Tmya Tunn
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71 . DTE =2 9% NIY NMNA (Serial) YN0 PN D>¥onY 798 WA DN
INNT DU NI DMYXNNIY 191V

1. Router(config)# interface serial 0/0
Router(config)# ip address 192.168.1.1 255.255.255.0
Router(config)#no shut

2. Router(config)#interface serial 0/0
Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#no shut

3. Router(config)#interface serial 0/0/0
Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#no shut
Router(config-if)#Clock rate 56000

4. Router(config)#interface serial 0/0
Router(config)#ip address 192.168.1.1 255.255.255.0
Router(config)#no shut

YNV DY NN IWONNDY INNN 21 NIPIVIID NI DONXIAN DXIPIVIINT PIAN NDN
7 (ISP) LIIVINT NPPAD PA NPH2IVY MNYI

BGP .1

RIP 2
VERRIP2 .3
MDS5 4

1PNSsna

INIYY NPTNRY NNY DN MR
SIPNN TIVN MYID XON DDIYY IN PINYND PR

X

N



4 NHNY
N Py0
2 Py
) Pyo
1 9y
N Pyo
1 PYo
T Py

n 9o

6 NHNY
N Py
2 Py
) Pyo
7 Yo
1 Pyo
1 PYo
T Pyo

n Pyo

INRY RPN PIDN
3 nbYNY
N Py0
2 Py
) Pyo
2 NYNY
1 Pyo
q 3 2 1
n Pyo
q 3 2 1
1 PYo
q 3 2 1
T Py
4 3 2 1
n Pyo
q 3 2 1
4 3 2 1
5 NYNY
49 3 2 1
N PYo
q 3 2 1
1 9y
) Pyo
7 Yo
1 Pyo
1 PYo
T Pyo
n Pyo

MAVN 9T :N9D)
¥7un N9 ,805202 ONWH

N9301IY NN 9T IR PTDY 1Y 191NN DIPNA 1YY 102N NPT PN PATH

SOV Nynan

LPYO D35 N9 NAIVNN NN NIY1ND NIDN NN DINYa 99N

N Yo

1 Pyo

) Pyo

1 Pyo

n Pyo

1 Py

T Pyo

n 9yo

1 DOy
3 2 1 N Py
3 2 1 2 pyo
3 2 1 ) Pyo
3 2 1 1 Pyo
3 2 1 N Pyo
3 2 1 1 PYo
3 2 1 T 9y0
3 2 1 N 9yo



